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NATO	
  and	
  Na/onal	
  Challenges	
  	
  
	
  	
  	
  	
  	
  where	
  M&S	
  can	
  contribute	
  solu/ons	
  

•  Training	
  (Prepared	
  Force)	
  
•  Decision	
  Support,	
  	
  
	
  	
  Mission	
  Planning,	
  Mission	
  Rehearsal	
  

•  Concept	
  Development	
  and	
  Transforma/on	
  
•  Green	
  Technology	
  
•  Cyber	
  opera/ons	
  
•  ….	
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Analysis 
Concept 

Development 

Operational Decision 
Support 

Development and 
Procurement 

Training & 
Instruction 

NMSG 
 Expertise 

  

    

  
Operational Systems & 

Tactics 
Lessons Learned 

Concept Development & 
Experimentation 

  

  
  

  New Systems & 
Processes 

Capability Lifecycle 

The NATO Modelling and Simulation Group knows how to  
effectively Develop, Apply and Exploit M&S to  

support the complete life-cycle of customer Capabilities 

The NMSG is the de-facto leader of NATO’s community of  
M&S customers and suppliers 
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The	
  Mission	
   of	
   the	
   NATO	
  Modelling	
   and	
   Simula6on	
   (M&S)	
   Group	
  
(NMSG)	
   is	
   to	
  promote	
   co-­‐opera/on	
   among	
   Alliance	
   bodies,	
   NATO	
  
Member	
   Na6ons	
   and	
   Partner	
   Na6ons	
   to	
   maximise	
   the	
   effec6ve	
  
u6lisa6on	
  of	
  M&S.	
  	
  	
  
	
  
Primary	
  mission	
  areas	
  include	
  M&S	
  standardisa/on,	
  educa/on,	
  and	
  
associated	
   science	
   and	
   technology.	
   The	
   Group	
   will	
   provide	
   M&S	
  
exper6se	
   in	
   support	
   of	
   the	
   tasks	
   and	
   projects	
   within	
   the	
   STO	
   and	
  
from	
  other	
  NATO	
  organisa6ons.	
  

NMSG’s	
  Mission	
  

M&S	
  Fundamentals:	
  Interoperability,	
  Standardisa/on,	
  Re-­‐use,	
  V&V	
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NATO	
  M&S	
  Vision	
  and	
  Guiding	
  Principles	
  
•  Exploit	
  M&S	
  to	
  its	
  full	
  poten/al	
  across	
  

NATO	
  and	
  the	
  Na/ons	
  to	
  enhance	
  both	
  
opera/onal	
  effec/veness	
  and	
  cost	
  
effec/veness.	
  

•  Guiding	
  Principles	
  as	
  Reflected	
  in	
  the	
  
NATO	
  M&S	
  Masterplan	
  (NMSMP):	
  
Ø Synergy	
  
Ø  Interoperability	
  
Ø Reuse	
  and	
  Affordability	
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Establish a
Common
Technical

Framework

Establish a
Common
Technical

Framework

Provide
Coordination
& Common

Services

Provide
Coordination
& Common

Services

Develop
Models & 

Simulations

Develop
Models & 

Simulations
Employ

Simulations
Employ

Simulations
Incorporate

Technological
Advances

Incorporate
Technological

Advances

Objective 1 Objective 2 Objective 3 Objective 4 Objective 5

• Develop 
NATO standard  
interoperability 
architecture and 
supporting material 

• Establish recommended
standards pertaining to
data interchange
for M&S and C2 systems,
promotion of true
interoperability,
pursue trust in M&S

• Establish a NATO wide
(incl. National
Stakeholders)
technical environment for
distributed networked
M&S application areas

Sub-objectives Sub-objectives Sub-objectives Sub-objectives Sub-objectives
• Develop common process

and procedures to guide
actions and decisions
regarding M&S 
application

• Compile M&S information
• Establish capability

to share M&S 
education resources
with NATO
organizations and
Alliance nations

• Promote the sharing
of M&S resources
through a knowledge
management process
and system

• Establish a help desk
to facilitate
the development
and use of M&S

• Identify and
prioritize
M&S requirements

• Identify the most
effective strategies
to satisfy each
simulation
requirement

• Allocate resources
to satisfy the
highest priority
simulation
requirements

• Execute the selected
and resourced
development
strategy

• Provide information to
the larger NATO 
community regarding
the resultant simulations
and any lessons learned
during development

• Plan employment
• Provide resources

to operate
simulations

• provide databases
• Operate simulations

to improve all
aspects of
NATO/national 
military activities

• Conduct impact
assessments and
document
lessons learned
to guide further
development /
investments

• Monitor 
M&S related
technological
advances

• Conduct R&D,
experiments and
pilot projects
as needed
to support
Alliance
requirements

• Share information
on realized
advances
to facilitate
incorporation

• Implement
technological
advances

NMSMP	
  Objec/ves	
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Modeling & 
Simulation 

Group 

SAS 
Systems 
Analysis, 
Studies 

SCI 
Systems 

Concepts & 
Integration 

HFM 
Human 

Factors & 
Medicine 

IST 
Information 

Systems 
Technology 

SET 
Sensors 

Electronics 
Technology 

AVT 
Applied 
Vehicle 
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CMRE 
Centre for 
Maritime 
Res. & 

Experim. 

“Connected Forces” 
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  NMSG	
  

PPC	
  
Programmes	
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Planning	
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NMSG	
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  Work	
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Standards	
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NMSG’s	
  Role	
  in	
  Standardiza/on	
  
•  NMSG	
  is	
  THE	
  Delegated	
  Tasking	
  Authority	
  for	
  Standardiza/on	
  in	
  the	
  

M&S	
  Domain	
  since	
  2005	
  (recognized	
  by	
  the	
  NATO	
  Standardiza/on	
  
Agency)	
  

•  A	
  Technical	
  Coopera/on	
  Agreement	
  (2007)	
  recognizes	
  SISO	
  (Simula/on	
  
Interoperability	
  Standards	
  Organiza/on)	
  as	
  THE	
  Civil	
  Standards	
  
Developing	
  Organiza/on	
  for	
  NATO	
  M&S,	
  suppor/ng	
  IEEE	
  and	
  ISO	
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NATO	
  M&S	
  Standardiza/on	
  

NEW	
  PROMULGATED	
  STANAGs:	
  	
  
-­‐ 	
  STANAG	
  4662	
  –	
  “SEDRIS*:	
  Environmental	
  Data	
  Coding	
  Specifica/on	
  (EDCS)”	
  	
  
-­‐ 	
  STANAG	
  4663	
  –	
  “SEDRIS:	
  Spa/al	
  Reference	
  Model	
  (SRM)”	
  	
  
-­‐ 	
  STANAG	
  4664	
  –	
  “SEDRIS:	
  Func/onal	
  Specifica/on	
  And	
  Transmilal	
  Format”	
  	
  
	
  

STANAGs	
  UNDER	
  RATIFICATION:	
  4603	
  Ed	
  2	
  “High	
  Level	
  Architecture”	
  
	
  

ALLIED	
  PUBLICATION	
  UNDER	
  REVISION:	
  AMSP-­‐01(B)	
  “NATO	
  M&S	
  Standards	
  Profile”	
  
	
  

EXCELLENT	
  COOPERATION	
  WITH	
  SISO:	
  	
  Produc/on	
  of	
  Standards	
  of	
  interest	
  for	
  NATO	
  
(C-­‐BML,	
  GM	
  V&V,	
  UCATT,	
  etc)	
  

*Synthe'c	
  Environment	
  Data	
  Representa'on	
  and	
  Interchange	
  Specifica'on	
  

NMSG Briefing CAX Forum 2013 



NATO	
  M&S	
  Standards	
  Profile	
  

•  The	
  M&S	
  standards	
  profile	
  is	
  
a	
  so-­‐called	
  NATO	
  “Allied	
  
Publica/on”	
  (reference	
  AMSP-­‐01)	
  
Ø  Iden6fy	
  standards	
  of	
  interests	
  

for	
  NATO	
  M&S;	
  
Ø  Include	
  all	
  relevant	
  STANAGs	
  

and	
  underpin	
  mandatory	
  use	
  
Ø  Advice	
  on	
  ‘good	
  prac6ce’	
  

standards	
  (and	
  not	
  impose);	
  
Ø  Provide	
  basic	
  informa6on	
  on	
  

standards	
  of	
  interest;	
  
Ø  Iden6fy	
  gaps	
  and	
  propose	
  new	
  

ini6a6ves	
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•  Mission	
  statement	
  in	
  NATO	
  M&S	
  Master	
  Plan	
  
•  Delegated	
  Tasking	
  Authority	
  on	
  NATO	
  M&S	
  standardiza/on	
  
•  Membership:	
  

Ø  Scien6fic	
  /	
  technical	
  (academy,	
  government,	
  industry)	
  and	
  
Ø Opera/onal	
  military	
  

•  These	
  characteris/cs	
  have	
  significant	
  impact	
  on	
  	
  
Ø NMSG	
  internal	
  organiza6on,	
  
Ø NMSG	
  ac6vi6es	
  that	
  are	
  not	
  only	
  technical,	
  but	
  very	
  oVen	
  include	
  

opera6onal	
  users	
  

NMSG	
  Specific	
  Characteris/cs	
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Examples	
  of	
  NMSG	
  ac/vi/es	
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CF-18 simulator,  
Bagotville 

F-16 ULT, Volkel 

Mirage 2000C 
simulator, Orange 

Eurofighter  
Typhoon simulator, 
 Munich 

Italian Eurofighter  
Typhoon pilots, Turin 

White Force 
RAF Lossiemouth 

Distributed	
  Training:	
  Combined	
  Air	
  Opera/ons	
  

“Common Technical Framework 
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NATO	
  MSG-­‐068	
  and	
  MSG-­‐106	
  
	
  Simula/on	
  Reference	
  Architecture	
  

“Comprehensive Expertise” 
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UCATT	
  –	
  NMSG	
  demo	
  impressions	
  

“Common Technical Framework 
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NMSG Impact: C2-Sim MSG-048 en MSG-085 demo impressions 

MSG-048

MSG-048 Coalition Battle Management Language
Full Demonstration Architecture

ISIS C2LG

NORTaC-
C2IS

ISIS translator

FFI C2IEDM Gateway

C-BML XML file plug-in

Data prefill
(OOB, etc.)

ICC

ICC translator

JSAF

SCIPIO

C-BML
WEB

SERVICES

JC3IEDM
DATABASE

Orders
&

Reports

Reports

C-BML XML file plug-in

Orders

Orders
&

Reports

Orders

POLLUX+

C2LG

Land C2IS

Land C2IS

Air C2IS

ISIS C2LG

NORTaC-
C2IS

ISIS translator

FFI C2IEDM Gateway

C-BML XML file plug-in

Data prefill
(OOB, etc.)
Data prefill
(OOB, etc.)

ICC

ICC translator

JSAF

SCIPIO

C-BML
WEB

SERVICES

JC3IEDM
DATABASE

Orders
&

Reports

Reports

C-BML XML file plug-in

Orders

Orders
&

Reports

Orders

POLLUX+

C2LG

Land C2IS

Land C2IS

Air C2IS

”M&S Guidelines and Policy” 
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NMSG	
  Impact:	
  Valida/on	
  of	
  Simula/ons	
  (GM-­‐VV)	
  

"  NMSG Leads development of international GM-VV standard 

“M&S Guidelines and Policy” 

NMSG Briefing CAX Forum 2013 



MSG-071 Missionland: Geo-typical Virtual Environment 

”M&S Common Services” 

•  Missionland	
  dataset	
  
•  Mul/-­‐Spectral	
  
•  Open	
  Source	
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•  Increasing	
  percentage	
  of	
  technology	
  development	
  
	
  	
  originates	
  in	
  private	
  sector	
  

•  Defence	
  must	
  be	
  Smart	
  Specifier,	
  Buyer	
  and	
  Developer	
  

MSG-­‐114	
  RWS	
  “Commercial	
  Technologies	
  and	
  Games	
  
	
  for	
  Use	
  in	
  NATO”	
  (12th) 

”M&S Technological Advances” 
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MSG-­‐121	
  RWS	
  “M&S	
  Support	
  for	
  Cyber	
  Defence”	
  
11	
  Apr	
  2013,	
  San	
  Diego,	
  USA 

”M&S Common Framework” 

•  The	
  rapidly	
  evolving	
  environment	
  of	
  Cyber	
  threats	
  against	
  the	
  Alliance	
  
has	
  necessitated	
  a	
  renewed	
  focus	
  on	
  the	
  development	
  of	
  Cyber	
  Defence	
  
policy	
  and	
  capabili/es.	
  
(NATO	
  2020:	
  New	
  strategic	
  Concept	
  for	
  NATO)	
  

•  M&S	
  topics	
  
•  Representa6on	
  of	
  cyber	
  aMacks	
  
•  Modelling	
  Impacts	
  of	
  aMacks	
  
•  Cyber	
  awareness	
  educa6on	
  methods	
  
•  Cyber	
  training	
  and	
  simula6on	
  capabili6es	
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Networking	
  with	
  the	
  Interna6onal	
  M&S	
  Community	
  
Mul6ple	
  NMSG	
  	
  Events	
  (WS,	
  TG,	
  ET)	
  
Source	
  of	
  Ideas	
  for	
  New	
  Ac6vi6es	
  
Standards	
  Development	
  

NMSG	
  Par/cipa/on	
  in	
  Interna/onal	
  M&S	
  Related	
  Events	
  
ITEC	
  /	
  IITSEC	
  /	
  SISO	
  /	
  CAX	
  Forum	
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Summary	
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M&S	
  Today	
  

A	
  Cri/cal	
  Technology	
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M&S	
  Today	
  

•  Since	
  1990,	
  M&S	
  has	
  become	
  known	
  not	
  simply	
  as	
  an	
  
“enabling	
  technology”	
  but	
  as	
  a	
  fundamental	
  discipline;	
  

•  In	
  2005	
  the	
  U.S.	
  House	
  of	
  Representa/ves	
  established	
  
the	
  M&S	
  Caucus	
  and	
  in	
  2007	
  they	
  declared	
  M&S	
  a	
  
"Na/onal	
  Cri/cal	
  Technology”.	
  

Mid	
  ’90s	
  –	
  NATO	
  recognized	
  the	
  importance	
  
of	
  M&S	
  in	
  support	
  to	
  opera/ons	
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M&S	
  Today	
  

•  NATOs	
  Connected	
  Forces	
  Ini/a/ve:	
  
“Connected,	
  Effec/ve,	
  Efficient	
  and	
  Affordable	
  
Educa/on	
  System	
  of	
  the	
  Highest	
  Quality”	
  

•  NMSG	
  has	
  the	
  Exper/se	
  and	
  Trackrecord	
  needed	
  for	
  
realizing	
  the	
  CFI	
  ambi/on	
  of	
  NATO	
  and	
  Na/ons.	
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•  M&S	
  is	
  cri/cally	
  important	
  for	
  NATO’s	
  
	
  	
  	
  	
  	
  Current	
  and	
  Future	
  Opera/ons	
  

•  NMSG’s	
  ac/vi/es	
  are	
  fundamental	
  to	
  exploit	
  NATOs	
  
M&S	
  poten/al	
  for	
  the	
  benefit	
  of	
  the	
  Alliance	
  and	
  its	
  
Na/ons	
  

	
  

Conclusions	
  

Modelling	
  and	
  Simula.on	
  contributes	
  to	
  saving	
  lives,	
  	
  
saving	
  .me	
  and	
  money	
  and	
  preparing	
  the	
  war	
  fighter	
  

be;er,	
  faster	
  and	
  cheaper	
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Thank	
  you	
  for	
  your	
  alen/on!	
  

“Scientific results cannot be used efficiently 
by soldiers who have no understanding of 
them, and scientists cannot produce results 
useful for warfare without an understanding 
of the operations.” 

Theodore von Kármán (1881-1963) 
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More	
  Informa/on:	
  the	
  STO’s	
  website	
  

General	
  Info	
  

Search	
  Scien6fic	
  
Reports	
  

MyRTO	
  Sharepoint	
  
Portal	
  

STO	
  Brochure	
  

STO	
  NewsleMer	
  

Social	
  Networks	
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